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Interplanetary Network Directorate
Service Preparation Subsystem

Getting Started with the SPS

Items to be addressed:

1) Individual JPL Accounts
a) Password Administration

2) Obtaining JPL accounts:
a) Process for U.S. Citizens
b) Process for Foreign Nationals
c) ‘Application’ accounts
3) Role-based authorization (upload only)
a) SPS User Authorization Process
I.  Authorization Request Form.
4)  System requirements [PC, Mac, Sun]
5) Downloading SPS software
6) GUI
7) Project/Mission user script modifications
a) 820-13, 0168-Service_Mgmt interface document
b) 887-117, SPS Portal Operation Manual
8) Downloading from SPS Portal
9) E-mail notifications
10) Removing users from the SPS system
Appendix-A: JPL External User Request
Appendix-B: NCRS (Name Check Request System) Online Form
Appendix-C: Verification of Citizenship Status Procedure
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1) JPL Accounts:

Individual accounts:

a) All persons using the SPS Portal
https://spsweb.fltops.jpl.nasa.gov/portalappsops/Main.do must
have an JPL (LDAP - Lightweight Directory Access Protocol)
account. This is a JPL Security requirement.

b) You already have an account if:
i. You are a JPL employee
ii. You access JPL via VPN, Remote Access dial-up or Remote Browser

iii. You have an account on Oscar-x or other computer inside the JPL
Flight Operations Firewall.

a. Note: NIS (Lilypad) is NOT inside the Flight Operations Firewall and does
not use the JPL user name and password.

Note: JPL IT Security requirements do not allow the use of group
accounts.
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c) Password Administration:

V.

Individual passwords will need to be reset every 90-days.

I. Users are responsible for maintaining their own passwords and ensuring
that they do not expire.

ii. The system currently does not send out an email message or any other
type of natification to the users warning them of their passwords expiration
date.

It is recommended that users reset their passwords several days prior
so that it does not expire.

The JPL Directory Service has introduced a new self-service password
reset capability for the JPL Password.

In response to customer requests for simplified password
management, the self-service option is now available 24x7 via the
URL.: https://dir.jpl.nasa.gov/ui/.

It provides a secure, immediate solution if you happen to forget your
password, eliminating the need to call 4-HELP [818-354-4357] for
assistance.
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c) Password Administration (Cont):

VI.

Vii.

viii.

To use the reset capability, you must have logged into the URL above in
advance and entered Challenge and Responses that will serve to
authenticate/credibly identify you.

Following currently accepted industry standards, the JPL Directory now has one

Challenge and Response of your own choosing and five institutionally selected

Challenges for which you provide your personal answers. Please be aware that

your answers don't have to be factually true, but must be easy for you to

remember when you reply to the Challenges.

a) Whenever you reset your JPL Password, you will always be presented with your self-
chosen Challenge and two randomly selected institutional Challenges.

b) More information about Challenge and Responses is at
http://dir.jpl.nasa.gov/user/challenge.html.

It is highly recommended that users take advantage of the password reset

capability by setting your Challenge and Responses right away. It's quick, easy,

secure, and can save you time in the future. As an alternative, assisted

password resets continue to be provided when you call 4-HELP [818-354-

4357].

A URL link to the JPL Directory Service password reset capability is located on
the SPS Portal under “General Info”, submenu “Password Administration”.
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2)

Obtaining JPL Accounts:
Process for U.S. Citizens:

If you do not have an account:

a)
b)

c)

—  Contact your TMS Mgr. or NOPE, and ask the TMS Mgr. for that project/mission to
sponsor you.

TMS Mgr. then provides names & email address of personnel who want accounts to Cindy
Jeffries, DDOSO Administrative Assistant (DDOSO Asst.)

JPL External users are sent an e-mail to complete the JPL External Users form.

DDOSO Asst. then emails personnel to have them fill-out the Name Check Request
System (NCRS) form, a.k.a NAC form, found on the following website:

https://pollux.hg.nasa.gov/ncrs/Welcome.htm

DDOSO Asst. receives completed form via email and sends it to JPL Security.

After the NAC form is verified by JPL Security, they then send an email to the Point-Of-
Contact named on the paperwork to verify U.S. citizenship and complete the JPL security
process by completing the Citizenship Verification form.

Once U.S. citizenship verified, the DDOSO Asst. is notified by JPL Security.
Project/Mission personnel notified to contact DDOSO Asst. The DDOSO Asst. provides
them a JPL Username and password.

go to http://dir.jpl.nasa.gov/ and click “Get Started".
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2)

Obtaining JPL Accounts:
Process for Foreign Nationals (FNs):

If you do not have an account:

a)
b)

c)

—  Contact your TMS Mgr. or NOPE, and ask the TMS Mgr. for that project/mission to
sponsor you.

TMS Mgr. then provides names & email address of personnel who want accounts to Cindy
Jeffries, DDOSO Administrative Assistant (DDOSO Asst.)

JPL External users are sent an e-mail to complete the JPL External Users form.

DDOSO Asst. then emails personnel to have them fill-out the Name Check Request
System (NCRS) form, a.k.a NAC form, found on the following website:
https://pollux.hg.nasa.gov/ncrs/Welcom.htm

DDOSO Asst. receives completed from via email and sends off to JPL Export
Compliance.

JPL Export Compliance processes the paperwork and then sends it to JPL
Security.
After the NAC form is verified by JPL Security, they then send an email to the Point-Of-

Contact named on the paperwork to verify citizenship and complete the JPL security
process by completing the Citizenship Verification form.

Once citizenship verified, the DDOSO Asst. is notified by JPL Security.

Project/Mission personnel notified to contact DDOSO Asst. The DDOSO Asst. provides
them a JPL Username and password.
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JPL Accounts (Cont):

Setting Up SPS “Application” Accounts, specifically for use in software scripts to upload or download
files from the SPS file server:

»  The process for setting up Application (aka “machine”) SPS accounts is as follows:
» Get a JPL LDAP Application Account:

1) The team lead sends an email request for a JPL LDAP "application" account to the
Mission Support Manager (MSM) susan.kurtik@jpl.nasa.gov

2) The MSM gets the account setup with the appropriate JPL personnel

3) The MSM assigns a name and lets the team lead know the application team account
name and password.

1) Get an SPS Application Account (of the same name):

1) The team lead needs to fill out the same SPS account “application” that they send in
for an SPS "user" application but write in the "application" team account name under
"user name" on the form and send it to the SPSMGR.

2) The SPSMGR will setup the application account in the SPS and put it into the SPS
Wiki directory.
3) The SPSMGR will notify the team lead that the account has been setup.

*Note-1: ’Application’ accounts will not give a user access to the SPS portal web page. It
only works in a software script to upload/download files from the file server.

*Note-2: If you are using the command line in real-time or using the GUI, you must use
your personal account.

*Note-3: JPL IT Security requirements do not allow the use of group accounts.
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TMS Manager

Project Name

Burke, Gene

ACE

Holmes, Dwight

Mars Express

Burke, Gene

Acrimsat (No DSMS services)

Poon, Peter

Mars Odyssey

Poon, Peter ATOT/MEGA
Yetter, Byron Cassini
Burke, Gene Chandra XRO
Waldherr,Stefan |Cluster-Il
Finnerty, Daniel |Dawn
Benson, Rich Deep Impact

Finnerty, Daniel

Burke, Gene
Burke, Gene
Finnerty, Daniel

Benson, Rich

MESSENGER

MGS

MRO

MSL (non-operational)

New Horizons

Burke, Gene

NOAAK-N (POES)

Yetter, Byron

Phoenix (Mars Scout Pre-Projects)

Poon, Peter EVN & Global VLBI Systems
Poon, Peter GAVRT
Waldherr,Stefan |Geotail, Polar, Wind

Burke, Gene

GOES

Poon, Peter Gravity Probe-B

Poon, Peter Ground-based Radio Astronomy
Poon, Peter GSSR/GODR
Waldherr,Stefan |Hayabusa (MUSES-C)

Burke, Gene

HST (Emergency S/C)

Burke, Gene

IMAGE

Waldherr,Stefan Radarsat

Poon, Peter Radioastron - SVLBI

Poon, Peter Reference Frame Calib.

Holmes, Dwight Rosetta

Waldherr,Stefan SELENE

Finnerty, Daniel SIM (non-operational)
Waldherr,Stefan SOHO

Poon, Peter Space Geodesy Programme
Waldherr,Stefan  |Spitzer Space Telescope (SIRTF)
Waldherr,Stefan ST-5

Holmes, Dwight

Integral

Benson, Rich

STEREO - APL

Burke, Gene

Jason (No DSMS services)

Yetter, Byron

Juno

Burke, Gene

Kepler

Benson, Rich STEREO - GSFC
Burke, Gene TDRS Series
Poon, Peter Ulysses

Burke, Gene

LandSat-5 (Emergency S/C)

Holmes, Dwight

Venus Express

Waldherr,Stefan

Lunar-A

Poon, Peter

Voyager Interstellar Mission

Yetter, Byron

Mars Exploration Rover (MER 1&2)

To e-mail the TMS Manager: first.last@jpl.nasa.gov
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3) Role-Based authorization (Upload Only):

a)

b)
c)
d)
e)

f)
9)

If you plan to submit files into the DSN, you are required to complete an SPS role-based
authorization process in addition to obtaining an JPL account.

*Note: Failing to do so will result in a rejection of the submission.

The form for obtaining this authorization is available from the SPS Portal home page.
https://spsweb.fltops.|pl.nasa.gov/portalappsops/Main.do

The instructions to enter and submit the form are given on the form.

Enter the required information into the user authorization form, e.g. your name, your JPL
username, e-mail address (can be a group list), the role you are playing (can be multiple),
and the projects/missions you are working with (can be multiple).

Email the completed form to: DSN-SPSMGR@jjpl.jpl.nasa.gov, or the NOPE or your JPL
contact.

The NOPE or JPL contact will process the form to obtain the users role authorization.
Once your are approved by the project/mission NOPE, the user privilege will be recorded
by the SPS DBA to the SPS user role database and you will be notified via email.

i. Your file upload privileges will be checked against that in the SPS database when you upload
mission files to the SPS portal.

i. A message of success or failure status of the upload function will be sent to the e-mail address
provided in the authorization form.

Note: You can put a distribution list e-mail address, if you want a list of personnel to get the notifications.
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Personnel requesting SPS access
(upload or download) pull the SPS
Authorization Request Form from
the SPS Portal, complete the form
then email the form to their
respective NOPE, or JPL Contact or
to DSN-SPSMGR@)jjpl.jpl.nasa.gov

External DSMS Users

* Project Personnel
* Navigation Teams
» Other

Internal DSMS Users

* SPS Analyst
» Scheduling
* Table Analyst
+ SOE
* Predicts
+ NOPEs
Station Personnel
» Operations Engineers
Control Center Personnel
RMDC
» Other

Upon receiving a SPS
Authorization Request Form the
NOPE or JPL Contact will approve
or disapprove the request. Requests
that are approved will be send to the
SPS SA

When the SPS SA has received the
approval of a user's request then
the SPS SA will update the SPS
User Authorization database and
send a message to the new user
that SPS access has been
approved.

External and Internal
DSMS Users

Legend

DSMS — Deep Space Mission System
MNGT — Management

MSPE - Mission Support Product Engineering
NOPE - Network Operations Project Engineer

OE - Operations Engineer

OPS - Operations

SA — System Administrator

SOE- Sequence Of Events

SPS — Support Product Subsystem
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3. Role-Based authorization (Upload Only):
Example Authorization Request Form

SPS External User Portal Access Authonzation Request Form

*Date: Instructions:
"Applicant Name: 1. Check on the role(s) and the mission(s) you are working with
- 2. Applications will be approved by misslonds) and recorded o SPS user databasa.
*JPL Badge #: 3. Mall ihe compieted form to DSN-3PSMGRE]IR.|pLnasa.gov
*JPL Account Name: *: requirzd Infamation.
*Phone & " [General UEEr UEETS WN0 Nave privilege to play all roles
“e-mail Address: ***All: uBers wha have priviiegs to work on all missions.
Role(s)
**General User OPM Uploader Wisw DEN Scheduls
DKF Uploader SICF Uploader
EQOF Uploader Planstary Ephemeris Uploader
MZ0OE Uploader Fadio Source Catalog Uploader
26M NSOE Uploader Schedule Change Request Uploader
Mizsion Ephemeris Uploader Supplementary Ephemeris Uploader
Mission(s)
G2 |ACE 28 |EUT3 40 [ISO 20 |NO18 184 |S0OLA 4 TORS
172 |AFRI 3 EUT4 240 |ITAL 23 |NO1T 7 |SROR 12 |TEF
185 |ARTE 81 |EUTL 227 |KEPL 102 [MO18 188 |SRUS 142 [TERR
177 _|ASIA 63 |EUTL 56 |LAML 84 |FHX 212 [5T81 107 [TRMM
186 |ASTD 155 |EUTR 50 |LAMS 28 |PHXS 213 [5TE2 67 |UARS
81 [AUKS 152 |EUVE B5  |LANMT 178 _|PLNB 214 [5TE3 55 |ULYS
22 |[CAS 178 |FAST 101 [LEW 8 PMOG 234 |STA 248 |VEX
20 [Cas 12 |FUSE 145 [LUMA 7 PNOT 235 [STB 3 VIGR1
151 |CHD i7_|GLLO 53  |MO10 20 |PMOE8 78 |STF 32 |VGR2
183 |CLUN 47 |[GNS 34 [MD1S 23 |PN10 125 |STFS 50 |VLBI
185 |CLU2 106 |GO10 116 [MBEL 24 |PH11 187 |STRA 68 |vsOP
184 |CLU3 122 |GOM 127 [MB30 13 |FOLR 180 |STRC 8 WIND
196 JCLLM4 128 |GO12 185 [MAP 158 |PSED 181 |STRD 153 [WIRE
200 [CHTR 11 |GO13 253 |MER1 5 RADI 228 [SURF 26 |XRDR
45 |COBE A7 |GOE7 264 |MER2 218 |RORS 182 |SWAS 106 |XTE
202 [DAWN 104 |GOER 41 |MEX 218 |RODRX 17 |TC2C
g7 |DED1 102 |GOES B4 |MGS 228 |ROSE 145 |TC2D “TALL
15 |DFS2 78 |GOTO B85 [MGSS 133 |RSAT 141 |TD10
140 |DIF 1 GTL 252 |MRI1S 138 |SACE 137 |TDRT
10 |DNT2 183 |HBS 255 |MRZIS 28 |sDuU 138 |TDR8
0 [DE1 54 |HEL? 74 |MRO 131 |SELE 138 |TDRS&
245 [DWNS 167 |HESI 236 |MSGR 188 |SFU 120 |TDRB
108 |ERBS 48 |HET T8 |MUSA 178 |SMPX 124 |TDRC
134 |ERS1 112 |ICE 130 [MUSC 238 |SMT1 128 |TDRD
81 [ETSV 166 |IMAG 82 |NEAR 208 |SNOE 132 |TDRE
18 |EUT2 198 |INTG 22 |NHPC 21 |30HO 138 |TDRF
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4) System Requirements:

a) JAVA14.2
b) PC:

i.  Any OS starting with Windows 98
c) Mac

i. O0S10.3and 10.4

Noteb 2:41/\19 6712ay be a problem for some users. For example, some JPL Macs still have
d) Sun

i.  Any OS starting with Solaris 7
e) HP

i. HP-UX11.11
f) Browsers

i. Firefox 1.0.6

ii. Netscape 7.0

iii. Internet Explorer 6.0

iv. Safari 1.2

*Note: Reference Section 2 of the 887-117, SPS Portal Operation Manual for software
requirements.
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5) Options to downloading SPS system software:
a) Request your SA to install the Java Runtime Environment
(JRE) 1.4.2 to your local workstation.
b) Do it yourself before you run the SPS portal application:

i. Loginto SPS portal
ii. Select (click) the “Developer Resource” tab on the operations

page
iii. Click on the “Java 1.4 Download” to download and install the
JRE

*Reference the instructions for downloading SPS software, which are documented in the

887-117, SPS Portal Operation Manual, Section 3.2.
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6) SPS Graphical User Interface (GUI):
a) Test Portal: https://spsweb.fltops.jpl.nasa.gov/portalappsprj/

I.  The main purpose of this website is to provide an environment for
mission users to:

* try out the mission file uploading GUI
* unit test the file upload script development.

ii. No operational data is loaded; no real-time operation function is
maintained in this environment

iii. Testusername is the same as the password for testing.

iv. The test username is “seq” for mission sequencing users, “nav” for
mission navigation users, and “sched” for mission scheduler

b) Operational Portal: https://spsweb.fltops.jpl.nasa.gov

I.  Use this portal to upload submissions for SPS Engineer Demo tests
or Project Interface Tests (PIT).
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7) Project/Mission user script modifications:
a) The SPS task provides for three mechanisms for uploading files into

b)

the SPS Portal:

1. GUI

2. Command Line Interface
3. SOAP API

The SPS Portal Operation Manual, 887-117, describes how these
interfaces work and how users can use them to interact with the SPS
Portal.

820-13, 0168-Service_Mgmt interface document describes the external
interface specifications to the SPS Portal.

Users will need to learn and understand both of these documents in
conjunction with each other.

Project/Mission users who currently have scripted interfaces for
providing inputs into the DSN, must modify their scripts choosing either
the command line interface or SOAP API option provided by the SPS.
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8) Downloading files from the SPS Portal:

a) Download by GUI interface
i.  Login to SPS portal.
ii. Select (click) the “Access SPS Products” tab.
iii. Select the mission from the “by Projects” mission list
iv. Select the support data package. The file naming convention is <mission #><dss
#><pass #>-<SPS package id>
v. Select the support data file. The file naming convention is <mission #><dss #><pass
#>-<SPS package id>.file type
b) Download by automatic script
i.  Develop your own script
1. formulating a proper SOAP message and sending it to the SPS portal.

2. receiving the reply SOAP message from the SPS portal and parsing it to extract
the desired information

ii. Reference the SPS Portal User Manual in the SPS portal for file download script
interface and samples

1. Select (click) the “Developer Resource” tab on the operations page
2. Click “Docs” under the Developer Resource
3. Download the document

*Reference the instructions on how to setup automation scripts for the downloading of files, which
is documented in the 887-117, SPS Portal Operation Manual, Section 3.
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9) E-mail notifications:

a) The e-mail address you provide on the role authorization form will be used
for e-mail notifications related to file uploads or submissions to the Portal.

Note 1: Group email addresses should not be used as users will receive multiple
email messages.

a) E-mail notifications will go to all personnel in the same role authorization
category as the submitter.

b) If you want email notifications, please submit an SPS role
authorization form, even if you do not plan to submit files.

Note 2: If submission of files is done using the role-based JPL account, make sure
that the account is authorized for the desired role-based SPS category.
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Removing Users from the SPS system

a) Users who no longer need access to the SPS due to leaving
their job, termination, retirement, etc., will be removed from
the SPS Authorization database immediately.

b) The SPS SA and SPS DBE will need to be notified to remove
a user from the system.

c) The process is documented on the next slide.
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Removing Users from the SPS system

Personnel who no longer need SPS
access will be removed promptly
from the system. External or internal
users will notify via email their
respective NOPE, or JPL Contact or
to DSN-SPSMGR@)jjpl.jpl.nasa.gov
that a user no longer needs SPS
access.

External DSN Users

* Project Personnel
* Navigation Teams
» Other

Internal DSN Users

* SPS Analyst
» Scheduling
* Table Analyst
+ SOE
* Predicts
+ NOPEs
Station Personnel
» Operations Engineers
Control Center Personnel
RMDC
» Other

Upon receiving an email, the NOPE
or JPL Contact will verify that the
user no longer needs access to the
SPS. Once this has been verified,
the NOPE or JPL contact will send
an email to the SPS SA requesting
that the user be removed from the
system.

NOPEs

JPL
MNGT

When the SPS SA has received the
email, then the SPS SA will remove
the wuser from the SPS User
Authorization database and send an
email message to the NOPE or JPL
contact that the user has been
removed from SPS access.

NOPE or JPL Contact

Legend

DSN — Deep Space Network

MNGT — Management

MSPE - Mission Support Product Engineering
NOPE - Network Operations Project Engineer
OE - Operations Engineer

OPS - Operations

SA — System Administrator

SOE- Sequence Of Events

SPS — Support Product Subsystem

JB-20



Interplanetary Network Directorate
Service Preparation Subsystem

Getting Started with the SPS

APPENDIX A
JPL External User Request
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JPL-Sponsored External User Request — Email from JPL Security Office

vou have been nominated to have external access to the JPL Network by Cynthia Jeffries.

In order to process this reguest, we will need additional information from wou. Please log into
the JFL Sponscored External User Access system at:

https:/ feis.jpl.nasa. gov/sponsoreduser JextUser ogin. cfim

Use wour last name and 3264 as your case number to Tog in.

after wou have submitted the above information, you will receive a second e-mail with instructions
for sending a_wisit authorization Letter or Citizenship Memorandum. Please he prepared to respond
to this guickly so that your access authorization will not be delayed.

If you experience problems contact your JPL Sponsor or Chris Cornwell at (818) 354-610% or
chris. cornwel1@8ipl.nasa. gow

Thank you,
JPL Security office
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Getting Started with the SPS
Online JPL-Sponsored External User Access Form

|PL Sponsored External User Access
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APPENDIX B
NCRS (Name Check Request System) Online Form
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NCRS (NAME CHECK REQUEST SYSTEM)

‘Welcome to MCES! Please answer the followmg before filling out the IMASA Form 531

* Denotes Required Fields.

& Are you a Civil Servant for MASA? Yes: & Moo @&

= If"Yes" from what Center? | v |

* IF"Mo" which Center will you be working for? | b

Within the Past 5 years have you been unemployed? Ves: O Na: @

It so please provide the dates:

To fill out a SFESP-3 click here:  Ves: O Mo

|A.re you in or have you ever been in the military? If so what branch? | v
Mlitary Serial No: | i

Before we continue please prowvide the following:

% Last Name: #* First Name: MI:
|__ || | |
US SSN: | (st -00m) Wm
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Getting Started with the SPS

T NCRS (NAME CHECK REQUEST SYSTEM)

LN

= .“ k.

Instructions: Ifvou hold Ciizenship in more than one Countng please click on the Cilizenshin header. If yvou were borm outsice of the US
please select "Dher" under State of Birh.

# Denotes Required Fields.

Sex: | | # Date of Birth: i__hf!gnth V.! Day ii_fear i |
Citizenship: | Please Select :!
If you have Dual Citizenship please list all Citizenships:
City of Birth: | State of Birth: | Fleasze Select |
* Country of Birth: | Please Selact v |
Maturalization No: i: I Alien Regis No : i: |
US Passport No: | _ Expiration Date: _

Next

Lpdated 089206

Fesporsifle MASA Cifcizl: Cathedne Kan Amsde!
NASA Privacy Statesert, Diselaimer

Frd Accessibility Cedification
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T NCRS (NAME CHECK REQUEST SYSTEM)

" &
» 1\1;—_ = =

Crrrent Address [natructions: IF you ive outside of the US please sefect "Other" under State.

+ [Denotes Reguired Fields.

Year: From 1904 ¥ To 2008

* StieetMumber: | | # Stieet Name: | |

* City: | | i | — state: | Please Select
Country: | Please Select v|

Telephone Number:

U gted 05 208

Regoorsible MASA Offieizl: Catherdne Van Arsdel
A 54 Privacy Statement, Disclziner,

iann‘ Accessihility Cedifcation

JB-28



Interplanetary Network Directorate
Service Preparation Subsystem

Getting Started with the SPS

7 | Fers o cretx REQuEsT SysTEM

N

Wy

Crurrent Employer [nstructions: When haping in the vear please Uae the 4 oigit vear format IF vowr ermplover Is outsice of the US piease
sajoct "Cithar" Undar State.

# [Denotes Required Fields.

#* Name OFf Employer: |
* City: | | Zip: | | State: | Please Select :|

Country: | Flease Select

Contract information inatructions: When byning In the yvear please Use the 4 dight yvear format.

* CoTR: | !
# Program I'u'lanager.-FSG:| | * Enmil:i |
Contract Number: | | Expiration Date: | frnmid dinma

Next

Updated Q59 2908

Regporsible MASA Offeial: Cathernne lam Arsdel
A SA Privacy Stateaedt, Disolainer,

Frd Accessibility Cediffoation
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T NCRS (NAME CHECK REQUEST SYSTEM)

B e~ B L =

Other iformation instructions: Pieaas enter ail names ol have Uaad Including oy malden name if it apnlizs. When filiing in
the spouses information, each box can cohtain a whole hame. IFyol have move than 3 x-husbandsdwives list the 3 most currant
ahes. I ol have hot used any othay hatne or have hot been martied please check 'Y have no other Mames" box,

Other Hames used including maiden name:

I have no othier Names. [

Last Hame: First Name: Middle Name:
Last Name: First Name: Middle Name:
| | | 1 | |
! | I | ! |
Last Hame: First Mame: Middle Hame:
Last Hame: First Name: Middle Name:
i i | i i i
L | 1 ] 1 |
Last Hame: First Mame: Middle Name:

Full Name of Spouse{s)Former Spouse{s), Including Maiden Name(s):

|Updgted 05 206

\Resporsisle MASA Offcial: Cathenme lVar Arsde!
I."I.I'ASA Privacy Statesment, ieelainer,

Eann’ Avcessibility Cediffcation

JB-30



Interplanetary Network Directorate
Service Preparation Subsystem

Getting Started with the SPS

- .* \

T NCRS (NAME CHECK REQUEST SYSTEM)

Other Information fnstructions) This section s optional

it i vou wouled fike fo fill it out please select from the drog down box,

Hair Color: i i |

Eye Color: . W |

Race: |_ v |
Weight: _] lhs

Height: i—vfﬂi—v_linchea

Lpd ated 05 206
Resporsisle WASA Offcial: Cathedne fan Arsdel
NASA Privacy Statesent, Disclaimern

Frd Accessihility Cedifeation
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w"' Ei’ - INOTT.: e e i a1 Mool o
Lor- 2 E. M, ¥y ot wede ey ey o’
Epacs Name Check Request prn £ s o s b
d Lo o= TR
bl bl mmmd e brvied
POVPTE M 113 D kit i N Y i o e

‘A e g b b 1 T e *Hpﬁnw-u drerp i s iy nqu.m“-nun‘m-b
'ﬂ-nmw-.tlbwnrmu‘nﬂm:ulhm Y

Tﬂﬂ.—j-ﬂmhﬁl
DOlrsse Droe Dres e O o O aa T wwe O srars O v

st lagwe. T T¥aag, sl M

Ciibar Hmmnn uasd (Lo e, Foo Fae, md 250 {1
Lials of Bail Hlace of Bulh Hingsgaipn o, (RhenPeps N i Teid B
Cigeeitin Social Sy Ho Full Higur of Sgarugersn Tpoloding Masden Han sl

Telephivs e Phgpbes Kzourhin i bex Erpti nh i Lo OF C oflra r}

Hase: (fCOTE: Signuiiie oTCaTR

From el T Hugit=s aied Fivet ity e Tk

From el T Ersplofyes i

Freyoeiing Cemled Puiapea i v i Fieqroest: Dirle
TET PROFIILAICH LABSEATORY

Rzar, Tr THIE FLACK BF T8 FE WEER FOLACENTT AEIPSNEE
JET PROFULEION LABORATOHY HAZA

PAS- | 2 M LEBCURITY 430 DAK GROVE DRIFEFASATEN A,
AR
A PR I - ek Plaabar i 0

[ Eubiat | [ Cancal |

* After you submit this form, the
next page will ask you to enter
your initials to certify that the
information you are submitting
is true.

* There will also be a place to
enter the email of any person
whom you would like to receive
an automatic notification of the
fact that you have completed
the form.
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APPENDIX C
Verification of Citizenship Status Procedure

Exceptions: NASA Civil Servants are exempt from this procedure
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For External Applicants born within the United States

External applicants must have their Security/HR representative send a standard Visit Authorization Letter

or a Citizenship Memorandum on company letterhead with the following information:

Cognizant Security Office

Example: ABC University, 123 Street, Pasadena, CA 91101

Facility Security Officer/HR Representative contact information

Example: Bob Jones 818-333-3333

Facility Clearance Level

Example: Top Secret

Cage Code

Example: XY123, or N/A

Name

Last Four Digits of Social Security Number

Example: xxx-xx-6789

Date and Place of Birth

Clearance Level

Example: SECRET 2004-09-23, or N/A

Duration of Access / Purpose / Cognizant JPL Point of Contact

Example: 5/30/06 — 9/28/08, for the purpose of SPS Access / TMS Manager

FSO/HR Representative signature authorization

For External applicants representing themselves, the letter must be signed by a Notary Public
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For External Applicants born outside of the United States
or Green Card Holders

External applicants must have their Security/HR representative send a standard Visit Authorization Letter
or a Citizenship Memorandum on company letterhead with the following information:

Cognizant Security Office Example: ABC University, 123 Street, Pasadena, CA 91101
Facility Security Officer/HR Representative contact information Example: Bob Jones 818-333-3333

Facility Clearance Level Example: Top Secret

Cage Code Example: XY123, or N/A

Name

Last Four Digits of Social Security Number Example: xxx-xx-6789

Date and Place of Birth

Certificate of Naturalization or Alien Registration Number/Expiration

Clearance Level Example: SECRET 2004-09-23, or N/A
Duration of Access / Purpose / Cognizant JPL Point of Contact Example: 5/30/06 — 9/28/08, for the purpose of SPS Access / TMS Manager
FSO/HR Representative signature authorization For External applicants representing themselves, the letter must be signed by a Notary Public
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For Foreign National External Applicants

External applicants must have their Security/HR representative send a standard Visit Authorization Letter

or a Citizenship Memorandum on company letterhead with the information shown below,

and a copy of the Foreign Passport/Visa or other applicable Foreign identification:

Cognizant Security Office Example: ABC University, 123 Street, Pasadena, CA 91101

Facility Security Officer/HR Representative contact information Example: Bob Jones 818-333-3333

Name

Last Four Digits of Social Security Number Example: xxx-xx-6789 or Not Applicable for some Foreign Nationals

Date and Place of Birth

Duration of Access / Purpose / Cognizant JPL Point of Contact Example: 5/30/06 — 9/28/08, for the purpose of SPS Access / TMS Manager
FSO/HR Representative signature authorization
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Send to:
Jet Propulsion Laboratory
Office of Protective Services
ATTN: Jennifer Morris / External User Account
M/S 310-129
4800 Oak Grove Drive
Pasadena, CA 91109-8001
FAX 818-354-7297
PHONE 818-354-5050
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